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Abstract

Theinternet has been developed widely using
in recent years, and it changes the world alot. The
using-rate of the internet keep rising while the HTTP
broadband network keep growing. To analyze the
traffic flow by network monitoring technology is
more important than ever. Through the principle of
the internet and the communication protocol, we
analyze the HTTP of this packet and recording the
information of web sites that user browsed by
browser with these data we know the information of
top web sites and top download files further more we
understand the user’s path on the internet. We kept Open Source  Linux Red Hat

those information in database for quicker search than 7.3
log
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Linux
Linux C
(Promiscuous)[7]
IPV4
IP (Layer3)
(Layerd) (Layer?)
IP
IP (Layer 3) P
P total
length
IP IP IP
IP
(Layer 4) Port Number

FTP  WWW

FTP Port 20 21
WWW 80 Email
POP3 110 Port SMTP
25 Port
(Layer 7) HTTP HyperText
Transfer Protocol [2] HTTP (
2) Client HTTP
Request ( 3)
Request URL
http://www.mis.e  du.tw/Top_Files/sethome.
GIF Get
[Top_Files/sethom e.GIF
Get URL (

/Top_Files/setho me.GIF)

Get /index.htm
Unicode [1 URL
cmd.ext
Get /cgi-bin/winnt/syste

m32/cmd.exe?/c+dir

Client Request
(Server) Client Response
( 4)
Client (2
) (3
) (4 )
(5 )
200
(Content-Length) (Content-Type) image/jpg
Layer7
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URL Regquest Get/
www | < Browser
Server >
L
Response HTTP 200 OK
1. Browser URL Server Query
2. Server http
3. Browser
2HTTP

B Hypertext Transfer Protocol
GET|/Top_F"|1es/setthe.GIF I-{TTP/l.l\r\n
ACCETTT RN
referer: http:/Awww.mis, stut, edu.tw/Top, asphr
Accept-Language: zh-tw\riyn
Accept-Encoding: gzip, deflatelryn
User-Agent: Mozilla/4.0 (compatible; WMSIE 5.C
Host: www.mis.stut. edu. twhrin
connection: Keep-Alive\riyn

3 Request packet format

B Hypertext Transfer Protocol
HTTP/1.1 v
Server: Microsort-IIS/5. 0h\r\n

pate: wed, 13 Nov 2002 13:39:08 GMTNr\n
[Content-Type: image/gifirin
ACCEQT-Ranges: ByLesaryn

Last-modified: wed, 29 Aug 2001 07:19:00 G

ETan: "0cabedfS5a30cll:94a"yryn
cantent-Length: 164%rn

4 Response packet for mat
Linux
Linux C Language
Sharing Memory
Link-List Hash Table Thread
MySQL
5
Buffer
Filter
Hash  Link-List
Threads
Thread Flags

Thread 5
Filter
Thread
Thread
Raw Packet
P Buffer0 Bufferl Buffer2
-----ReadRawData _______
| Filter ™% —» :
Thread ! T 5 i
i Update i
| MySQL DB |
T T Thread
Thread —
switch flags
5
Hash Link-List
Hash
Hash Node Hash Table
Node
XOR Node
Hash Table 6
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